
 

Surviving Internet Nightmares 
October seemed an appropriate month to revisit the real horrors 
often found on the Internet.  Of late, we are all spending more time 
than we would like in front of a computer.  Unfortunately, so are the 
bad guys, and they are hoping to take advantage of the naïve and 
unsuspecting among us.  It is important to educate yourself, your 
family, and your students about the dangers that lurk online and to 
approach all web interactions with care & a good dose of wariness. 

Thwarting Tricky Email Scams 
Periodically, staff members at EASD receive emails from 
scammers posing as district employees or parents—
usually seeking gift cards.  More insidious phishing 
emails may try to steal your passwords and personal 
data, compromise the school network, or install malware 
on your computer.  Here are tips to stay safe: 
§ Always be on your guard when dealing with emails—

hover over the username and check the address. 
§ If something does not seem right, contact the 

supposed sender either by phone or message to ask 
questions—do not respond to the email. 

§ Avoid clicking on links in emails unless you are 
expecting to receive an email with a link (i.e. to 
confirm a new account or reset a password). 

§ If an email contains startling news ($10,000 was just 
withdrawn from your account!), use a bookmark to 
go to the actual website to investigate or make a call. 
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Fixing Spooky Browser Malware Issues 
Have you ever opened your browser and discovered strange stuff?  
Unfortunately, some extensions we install and websites we visit 
offer more than anticipated: adware and malware that take over a 
browser are growing more common.  If your browser suddenly does 
not look like it used to, your search engine has changed, or you are 
suddenly getting redirected to unwanted sites, these are signs of a 
problem.  There are a number of things you can do to resolve this 
issue yourself.  Since most people are using Chrome, here are easy 
steps to take to regain control of your browser: 
§ Click on the three perpendicular dots beside your picture or 

avatar at the far right of the address bar. 
§ In the dropdown menu go to More tools - Extensions. 
§ Disable or remove any extensions that have to do with PDF's, 

safe search, or ad blocking—these are the most common 
culprits that will install malware. 

§ Look for any other odd extensions that may have been added 
and remove them—especially if you see “ad” in the name! 

§ Now in the top menu, go to Chrome – Preferences – Search 
Engine and make sure Google is used in the search bar. 

§ Click on Manage Search Engines and remove any that are 
unfamiliar to you. 

§ Next check On startup.  Chrome should either open to a new 
tab or open with a webpage that you have chosen.  Delete any 
strange startup pages that you do not want. 

§ Finally, clear history and cache and then clear cookies as 
described in last month’s newsletter. 

§ When this is done, quit Chrome, and then relaunch and see if 
things are fixed.  This usually takes care of most issues. 

If you still have a problem, put in a ticket with tech support for more 
help. 
 

Ending Scary Notification Issues! 
Occasionally, you or a student may find unwanted or 
even unsavory popup notifications invading your screen.  
Maybe you unwittingly enabled notifications on a site 
you visited or a site could have turned them on for you.  
Here are steps to eliminate these unwanted popups: 
§ Click on the three perpendicular dots to the right of 

the address bar on in your Chrome browser or on the 
Chromebook. 

§ In the dropdown menu, click on Settings. 
§ On the new page, click on Privacy and Security. 
§ Under Privacy and Security, click on Site Settings. 
§ Scroll down to Permissions & click on Notifications. 
§ Scroll down under Allowed and check for the sites 

that have been sending unsavory notifications. 
§ Click each site you want to change and in the new 

page, change the Notifications setting to Block. 
§ It would also be wise to go back to the Site Settings 

main page and scroll down to Cookies and site data. 
§ Scroll down and click on All cookies and site data and 

then click on Remove All. 
 


