
 

Teaching Kids to be Safe Online 
Children and young adults grow up surrounded by and 
utilizing technology and will likely be using computers, 
mobile phones, tablets, and other IoT gadgets for the rest 
of their lives.  Along with the convenience, information, and 
connectivity these devices provide come a multitude of 
traps and dangers.  It is important to teach our students a 
healthy respect for how the Internet works and the hazards 
lurking there.  While the district provides web filtering via 
Securly, this does not affect what students access on 
personal devices.  Social media sites can pose many risks to 
individuals.  An unwise picture or post can haunt a person 
forever because the Internet never forgets and old content 
never totally disappears.  Sharing inappropriate posts can 
hurt others and could put the poster at risk of harm as well.  
Please discuss the safety tips below with students and post 
them in your classroom to remind them to share with care.  
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Digital   Citizenship   
    
The   Elizabethtown   Area   School   District   community   works   
together   to   promote   positive   digital   citizenship   by   
responsibly,   safely,   and   lawfully   using   technology   in   the   
classroom   to   enhance   instruction,   creativity,   and   learning.   
    

B ehave   ethically   and   respect   copyright   laws.     Give   credit   where   credit   is   due   and   

do   not   post   photographs   or   other   content   unless   you   have   the   legal   right   to   do   so.   
    

E ngage   in   appropriate   online   activities.     Communication   between   students   and   

staff   should   only   be   conducted   via   district   email   and   classroom   applications.    Private   
communication   via   social   media   is   discouraged.    Abide   by   the   District   Acceptable   Use   
Policy.   
    

A ct   professionally .    The   1 st    Amendment   guarantees   the   right   to   free   speech;   

however,   that   does   not   protect   hateful,   threatening,   or   deliberately   untrue   statements.   
Everyone   should   remember   that   everything   posted   online   leaves   a   digital   footprint   that   
will   follow   you   throughout   your   life   and   may   be   seen   by   future   employers   and   
educational   institutions.    Members   of   the   district   should   realize   that   there   is   no   
expectation   of   privacy   for   district   accounts   and   content   is   archived   and   may   be   
monitored   if   the   need   arises.   
    

R epresent   yourself   and   your   school   proudly .    Think   carefully   about   what   you   post   

and   behave   online   in   a   way   that   reflects   well   on   you   as   well   as   the   district.   
    

S afeguard   your   privacy   and   that   of   others.     Students   and   staff   should   not   take   

pictures   of   others   nor   post   photos   or   videos   to   social   media   without   their   permission.   
Teachers   should   never   post   classroom   photos   to   personal   social   media   accounts.   
Periodically   check   the   settings   on   your   personal   social   media   accounts   to   be   sure   you   
are   not   disclosing   personal   information   such   as   phone   numbers,   home   address,   or   
email   address.    Only   interact   online   with   people   you   know   and   trust   and   do   not   share   
personal   information   with   strangers.   

What is Digital Citizenship? 
Everyone who uses the internet for work, school, leisure, or 
any other activity is a digital citizen.  Just like members of 
any society, digital citizens have both responsibilities and 
rights.  Everyone at EASD signs the district Acceptable Use 
Policy which outlines use of technology within the district 
and the expectations of how that technology is used.  In 
addition, an explanation of what good digital citizenship 
entails is included on the EASD website under the One-to-
One Personalized Learning section.  Take time to discuss the 
concept of digital citizenship with your students and 
emphasize this is not just a suggestion of good manners but 
involves legal ramifications as well.  The recent rash of TikTok 
vandalism, posting pictures and videos of illegal acts, and 
the harassment of others or threats of harm via social media 
are examples of unacceptable behavior that can carry both 
academic and legal consequences. 


