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‘Tis the Season for Cyber Awareness & Caution to Avoid Not So Jolly Troubles! 

The holiday season may be full of wonder and joy for most people, but it also provides nasty opportunities for cyber 
criminals to take advantage of us.  Below is a great poster from Halock, a US cyber security consulting company, that lists some 
important items to keep in mind not only now, but year-round.  Take a moment to read through this excellent checklist. 

One of the simplest and most important things you can do is keep your devices up to date.  Make sure your operating 
system, applications, and, especially, browsers are current versions.  Next, be sure you have your home WIFI locked down and 
secured with a good long password.  When traveling, think twice about connecting to public unsecured WIFI—data sent on 
unsecured networks is easily intercepted.  Use data rather than public WIFI.  Also, refrain from using public charging stations 
as these can be tampered with and could install malware on your device.  You should also turn off Bluetooth when you are not 
using it as this also provides a means for crooks to pair with your mobile device and steal information. 

Phishing occurs every day, but the holidays are a time when our guard may be down.  We are all looking for deals, 
waiting for shipments to arrive, and spending money on-line.  Email boxes are inundated each day with ads for the latest sale 
or deal.  This requires vigilance!  Refrain from clicking on links in emails and, instead, go directly to known websites using your 
bookmarks.  If you are looking for a new to you website, use a search engine and be sure that the site listed is actually the one 
you want.  Cyber criminals like to squat on domains that have similar names to the real sites people are seeking.  If you receive 
an email claiming to be from a bank or other account that tells you money is owed or your account is suspended—take a breath 
and don’t click.  Criminals hope to shock or scare you into clicking and revealing sensitive information.  If you did click and a 
site doesn’t look right or is asking for more information than seems reasonable, leave!  Deal with places you know and do some 
research before going to new sites.  Remember, if it’s too good to be true or sounds odd, it most likely is a scam! 

 


