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Don’t be Tricked into Clicking on Fake Flash Update Alerts! 
The Tech Department has seen a number of people infected recently by the malware Weknow , 
which modifies your Internet browser (Chrome, Firefox, or Safari).  The malware loads into the 
browser by way of add-ons or extensions.  Most often, a message on an infected website will pop 
up telling you that Flash needs to be updated.   When you click to update, the malware takes over.  
Please remember that updated versions of Flash are sent automatically to your computer and 
Chrome manages Flash within its updates, so you never need to try and update yourself.  Weknow 
will change your browser’s default homepage to Weknow.ac, switch your search provider to 
Weknow.ac, and change your Tab page to launch 
the new search portal page.  Often additional 
malware is loaded causing popup ads to start 
appearing and limiting your ability to get to sites 
your normally frequent. The photo shows how the 
malware tries to fool you into believing you are 
still using Google search.  If you are experiencing 
strange browser behavior or if you are seeing the 
screen pictured, contact the Tech Department at 
once to have this malware removed. 

Projector Display Options Review 
When using your projector, you have the option to 
mirror your computer display or not.  This is done 
after you have connected your computer to the 
projector by going to Apple – System Preferences 
and selecting Displays.  Under the Arrangement 
tab find the Mirror Displays box.  If you opt not to 
mirror displays, you have the ability to slide one 
window over to the projection surface for students 
to view while you have other windows open on the 
computer display.  For example, you could be 
taking attendance in Sapphire while your students 
work on a writing prompt.  This is also the optimum 
setting for using PowerPoint in presentation view. 

Password Change Progress 
Password changes have been completed for 
all Elementary buildings with Secondary due 
to be completed by mid-December.  All has 
gone smoothly; however, everyone needs to 
read the complete email concerning which 
sites are affected by the district password 
change and which are not!  A number of 
people have locked themselves out of the 
Employee Portal and the Schoolwires EASD 
website because they failed to read all the 
information provided. 

Tech Tip: Chromebooks 
EASD staff can log into student devices with 
a district email address and password.  As 
soon as you type the @ sign, the pre-filled 
@etownstudents.org will disappear allowing 
you to type in @etownschools.org.  Please 
remember to log off of any devices you have 
signed into once you are finished. 


